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CASE STUDY: 1

About Classic Retailers Private Limited (CRPL):

CRPL commenced its business in the year 2003 at Chennai. Presently, it is having

res dealing in iaSt-mnving consumer goods (FMCG). All the
ai city. The turnover of CRPL was ¥ 200 Crores for the

stores are situated at Chenn
financial year 2018-19. Out of the above stores, fifteen stores are functioning in
rated in lease-hold premises. The

B
% the company-owned premises and the rest are Ope
i main store, which was commenced first, is in the heart of the city.

twenty chain sto
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About the retail chain stores of CRPL: o
n the e

The main store, along with other retail outlets of CRPL, haVl g | nam
iné olicies and
“Classic Retail”, have a centralised management. The business P d

‘..____'_-___H

procedures are standardised across all the stores.

All purchases are centrally done, and the goods are stored in the pasement floorin

the main store. After entering the details of W ed, they al'e_.l!&cﬂdi‘iﬁﬂd 'y

sent to @Mm CRPL uses proprietary software for recording all the inward :
and outward movement of the goods. Accounting functions including the statutory _
compliances of all the stores are centrally done at the accounting dcparunenv _
situated in the fourth floor of the main store. ) | I.
The main advantages s of CRPL are that i»most of the stores mmawgiﬁﬁlg” o
located across the GIWEHWPWC ases ' o
better profit margins, Jii)”




Vi.

2on the lot was due to expire in the next three days.
111. f

Vii.

Extracts of few risks faced by CRPL:
Below are some of the risks faced by CRPL as extracted from its I
Matrix: .

i. | Risk of inadequate training|to the employees of CRPL.

(3)
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Issues observed by CRPL:

There are
Do ace N1

‘E’Qﬂgﬂ_fnm_tiugts is done. o

e ——

The store ma
nager of the main st -
. ; ore 1ssued order
which is fast selling s manually for a product

gefting spirava —----——ﬁ?lﬂin_e_ar_b}’_aiStfibutDr on an urgent basis, without
approval from the manager and it was later found that the expiry date

e other. It was noticed, on a particular-day,
100 quantities of a product were transferred from one store to another. The
receiving store accounted for only 80 quantities. There were no procedures to
acknowledge the receipt and delivery of goods from one store to the other.
The salesmen were given a leeway of allowing a discount upto 2% on the
sale price. It was found that some salesmen were giving a constant 2%

discount to all the customers with whom they dealt with.

CRPL’s policy is that the cash collections of each day, must be deposited on
the next working day into the bank account. Such cash was required to be
kept in the safety locker by the cashier of the store. On three days in the past
three months, there were cash shortages to the tune of T 5 lakhs in four
stores. The respective cashiers said that they have correctly calculated the
cash collections and kept the cash in the safety lockers, but in the next
moming the cash was found to be in shortage. One locker key was with the
cashier and the other was with the managing director.

On some days when the general manager was not available, the purchase
manager passed the payments to the suppliers.
CRPL’s credit policy allowed a credit of ¥ 50,000/~ only for customers who
have purchased more than ¥ 3 lakhs on an average in the past three years. It
was noticed that two customers purchased more than Z 1 lakh on credit.

ts Risk and Control

P.T.O.
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ral calamities. |
g the main store was estimated at

Mat‘k‘

The risk of CRPL being affected by natu

The probability of flash floods affectin  mhs e
i) 1% p.a. and ii) the loss caused thereon wou ——

. .nt was ¥ 30,000/ p.a.
The | ' uoted by the insurance 0 cover such eve S cidell
The premium q e exﬂ_r}'_d_a_t_ﬂ_dlie ' S_Iow

R ¢
iii. The risk of certain products being c_iEE:_arded after t

' roducts.
Iv. :i‘:?f“ ;i:i?;oducts by employees resulting in breach of confidence and
| loss of money.
Appointment of a Risk Management consultant:
To study the issues faced by CRPL, a risk management consultant, Mr. Kann-ixn,
was appointed to go through issues and _risks and suggest a robust risk
management system and formulate risk policies and procedures relevant to CRPL.

He conducted a meeting of all the staff and the management and explained to

them:

i. risks are those uncertainties of outcome, whether an opportunity or

threat, arising out of actions and events,
ii. the importance of capturing and_recording the incidents that would
adversely affect the operations of CRPL,

iii. the need for a proper and periodic risk management process which

would enable the management to deal with risks by reducing their
likelihood or downside impact as the same aims to protect the value
already created by the company, but also enhances its future
opportunities,

iv. the commitment required of the Board to fix the quantum and extent of
risk that it is willing to take to pursue the objectives, in other words
known as Risk Appetite and,

V. the need for implementation of proper controls and ensure their
working to alleviate the issues faced by CRPL, .

s He. advised them to have Jalues, attitudes, competencies, and behaviour

Which would in-tum determine the company’s commitment and style of

_Operational Risk Management, FreErs T --Stye .

e
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Children mini theme park project:
. In the main store i :
, adja do - ; : .
having an-ates ol s ﬂ_lmcem to t‘r.)c building, CRPL is maintaining a garden
an average of | Wft_| which is company-owned. It was observed that
A : CUStOMErs visi
families visited with chi]drgmrs visited the store per day and out of them 150
« Totapth : .
pmpozal fopt? timml' Mr. Deepak, the Managing Director (MD), suggested a
age grou fu31 g a-‘f—:]]—ldren mini theme park in that area. Only children with
R dp'(r) : to il.-_ m_auld be admitted from whom entrance fee would be
; At }_“3 F‘_TQEECI is expected to have a life of 5 years and the_initia
_project cost is estimated at ¥ 2.50 crores. m—

On the basis of above, you are required to answer the following questions:

Multiple Choice Questions

Choose the most appropriate answer from the given options. 2
(1.1) In which of the following processes of Risk Management, the Risk Register :;?,

would least likely be considered ?

(A) Risk Analysis

(B) Risk Identification

(C) Risk Ranking

(D) Risk Treatment

(1.2) Which of the following is not a characteristic of Risk Appetite ?
he Risk Appetite is out of audit

(A) In the normal course, evaluating t
scope. '

(B) Risk Appetite

(C) Risk Appetite provides a
compared.

(D) Internal auditors can do a consulting activity of
fixing the Risk Appetite.

is understanding control and other response activities.
standard against which a risk can be

assisting the Board in

(1.3) Theadvice of Mr. Kannan could be better termed as:
(A) Risk Culture .
(B) Risk Focus
(C) Risk Framework o § o




(©) M arky

o i with which of the

s C ~ermel wil § o
(1.4) In his study, Mr, Sumit, would least likely be €One®

: n his study, Mr. ,

following ?
(A) Online shopping
(B) Frequent changes :
(C) Compliance with rules and regulati

(D) Failure in supply chains

i P
to prices of the products
ons

: redit card transactions
(1.5) CRPL could not realise the money of T 2 lakhs on the ¢ e R
described in the case study. The best management pra
y ' be: '
occurrences in the future would ety

(A) Before accepting the order, verify the card number ag

cards history. inst rejected
(B) Before processing the order, verify the card number against rej

cards history.
Before despatching the goods, verify the settlement made by the

banker.®
Verifying the card number against rejected cards history after

©)

(D)
rejection of the transaction by the banker.

Descriptive Questions
(1.6) What are the specific controls that you would suggest for the issues

observed by CRPL? 9. |

(1.7) The proposed theme park project, as suggested by Mr., Deepak, is estimated
to have i) an annual cash inflow of ¥ 75 lakhs and ii) cost of capital is 10%.
[dentify which of the three factors, viz., initial project cost, annual cash
inflow and Er_qj_ect life in years, the project is most sensitive if the variable
is adversely affected by 10% ? (Use annuity factors: for 10% = 3.7908 and

11% = 3.6959) .

@ Write the risk actions and risk responses for the ri
. | . e risks faced |
extracted from its Risk and Control Matrix. : B s

KJC
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CASE STUDY: 2

SUN Fibers Ltd.(SUN) w
( ), was founded _il_l__Z_()_U%_tD produce nylon fiber at its only

lant in Pune by usi
I[:a q deve-lcu:-)ed d :lng—nMMY and domestic raw materials, the company
a 5 L.3 1 ¥y
cplicd i t --5—‘:_@@3'_{’1‘1@1'_5_& among Mmall, local textile weavers. It
. L
F’ | ynthetic fiber yarns used to weave colorful cloths for making saris, the
traditional women’s dress of India ‘

SUN has robust treasury management and has a huge trading portfolio of AA and

ZEE_:_r_aj_pil_____@__@bts. The treasurer is more concern about BB rated debt. In order to

hedge this treasury is planning to use credit default swap (CDS) Information about

CDS and the action taken is given below:
(i) _Prime credit spreads are currently trading at 130 basis points (bps) over
government security for 5-year maturities, and 190 bps over for 10-year

maturities. The treasury manager hedges INR 10 million holding of 10-year
paper by purchasing the following credit default swap, written on the 5-year

bond.
The treasurer hedge protects for the first 5 years of the holding. The 10-year

(if)
bond holding also earns 75 bps over the shorter-term security for the
portfolio manager. "
Term 5 years
Reference credit Prime 5-year bond
Credit event The business day following occurrence of
specified credit event
Default payment Nominal value of bond x [100 — price of bond
after credit event]
Swap premium 3.35%

KIC

P.T.O
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tion of the company.
gement 0 1 the company has not

_ ion of
Despite making best efforts In past the reputatio *or, There ida foaling
improved to the level enjoyed by the close compz in view of changed
that existing model also needs to be change X

ot reviewed its -

L _ b . ; any has n : i
cire : : ception the comp ,
umstances. Since the incep . - f \ of

business model. Th and and revenue 10SS e
iness model. The demand i EW':

_the company. The management is worried that _ —

- ek | uggestions
they are lagging behind the competitor. There arc I__nulnp;s gﬁ o -
within the organization ranging from change 10 roduct, GIVEISINEs S

increase_in_geography etc. The board does not have formal strategy
document and operational issues are mainly based on ﬂie.:uﬁdﬂrﬁtﬁﬂdingfﬁf b5
the CEO who is promoter also. The company has been following same
strategy since"inceptiqn.iti.m;gk_jjng_éﬁmpeﬁﬁm‘_ oI | |

P W B CRLERa -

F

il '

Except treasury, the risk management in SUN is mostly done at business
unit_level. The mana is thinking about an integrated risk

_management system especially considering the recent investment in South

e 4
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Multiple Choice Questions

Choose the most appropri
priate answer fi i
rom the given opti
ptions.

(2.1) Assuming now - :

on the pim e 5_?:;‘1;1 rm:jg Hieilife “f_‘he swap, there is a technical default

sersiof € lheen y sun?h that its price now stands at 58. Under the

pays to the prmect'i protection buyer delivers the bond to the seller who
on buyer INR

(A) INR 4.2 million

(B) INR 42 million

(C) INR 5 million .

(D) INR 4 million

..........
.....

(2.2) In order to assess ECL, Loss Given Default (LGD) is required ? Which of
the following is correct definition of Loss Given Default (LGD) ?
(A) It measures the remaining economic maturity of the exposure.
(B) It is estimated amount nutstangl@ng in a loan commitment if default

oCccurs.

(C) It measures the proportion of the exposure that will be lost if Default

occurs. *
(D) It measures the likel

time horizon. x

ihood that the borrower will default over a given

(2.3) A recently hired junior in a risk management department is wondering how
ative risk. Which of the following statement

a pure risk differs from a specu

is correct in this respect ? :
(A) A pure risk always has an environmental cause whereas speculative

risk always involves human error.

(B) A pure risk can be measured in Pr
speculative risk cannot. %

(C) A pure risk is not subject to 1€
always is.

(D) Pure risks are
possibility of a loss,

obability terms whereas 2

gulatory control but a speculative risk

associated with uncertainties that can lead to the
whereas a speculative risk may lead to a gain. !
KIC P.T.0.
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d view of strategic risk that doesn’t just
gy to fail, but on any

e a particular strat€

(2.4). Many companies are taking a broa

focus on challenges that might caus
major risks th: could afg}ect o company’s long-term positioning and *j
performance. Which one of the following 15 correct with respect to strategic |
risks ? o | -
(A) Strategic risk are those that arise from fundamental decisions that 11
Board takes concerning an organisation’s objectives. 5
and non-business risks. ,_ s

(B) Strategic risks are subdivided into business an
of the board has the

(C) CEO, board or risk management committee “
oversight of strategic risk and hence the composition of the Board s i

should be balanced in skills, knowledge and experience.
(D) Alllisted in (A), (B) & (C). 4

(2.5) SUN operates with separate and independent . .
and audit functions. ThaSUN’sBoardshouldbeamrethat -

(A) mmmuummmmmmnbemm
will be more effective across the -

(B) holistic risk management processes
company. ®
(C) this is likely to M a mmmhuat ap roach to n

)kl 'j;";_,;::"'f-: e duplicated and coss will _';.ii'_"_'i-

,, : . :c-l.dﬁ"‘l

i——------_-_,



2.9) In your opinion wh:
( . P. on what should be dope Lo establish in-hous
country risk of SUN 2 a : ouse process to analyze
it 9. -

2.10) While you were i -
( e = €re in the board room one member remarked as under 3
1AVing 100 much on the risk reo; .
- e risk register runs the risk of diluti (
| A : of diluting the focus
Py sCaan f diluting the focus on
What would be your fesponse to the above and why 7

CASE STUDY: 3

Headquartered in Mumbai, STEPOIL is one of the India’s top 10 oil and gas
producers. In 2020, the company had revenues of INR 700 billion. In the same

year, it had over 23,000 employees. Known for its operational excellence,
STEPOIL is a leader in offshore oil production below water depths of 100 meters.

In 2010, STEPOIL’s shares were listed on the NSE and BSE. After having sold its
downstream and petrochemical businesses over the past few years, STEPOIL is
today heavily focused on upstream activities (i.e., exploration and development of

oil and gas reserves). Its two business areas focusing on development are divided
according to geographical regions (India and International with the latter being
much smaller).

The company maintains a trading portfolio which is managed by a qualified
portfolio manager. In addition, it has four more business areas focusing on
marketing, technology, exploration, and strategy. Considering its complexity of
business STEPOIL started to implement enterprise risk management (ERM) since
2014, Initially, it hired Mr Aman who had been asked to systemize the
management of risk in finance which previously had been carried out il.‘l a
fragmented and uncoordinated way. The result of such exercise was that the risks
managed by the finance department were mégsured and -manag(;‘:d as a portfolio of
risks with central oversight. The CEO of STEPOIL has realized that the same
principles could be applied to the whole company, and that there would be benefits

to the company from managing its risks in an ALl WaY.

P.T.O.
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A - ERM came in 2016, when Sigp

: ; i et On O S e . .
An important early milestone i1 the implen ..ory body on risk. was formed. It way

L advisory b
the Risk Committee, a cross-disciplinary dd“ll different bﬂCkEfUU“ds‘ such as the STE!
: . p = ith A g %
consists of a broad range of p]‘ﬂii‘SSlL)ﬂa]S wil i Chief Con“(}llEfs of different The
/ e

head of strategy, the heads of the treastry: l ddition to the CRO. The CRO unde
: Y St : |,ina . :
busiicss ks, d therheed of Il ot and is facing obstacle from the of 11
Th

al autonomy

is yet to get authority and function
CEO. btain a forum to which people and
The idea behind creating the committee Was to O .. and recommendations. not
could put proposals and general risk iSsues for anaIySt.S ad’ ¢ in the ERM On
However, the internal audit team is not providing requ'r.e..-%l:lpp Tl 7

, C oo ki oanch heir authority in the
implementation exercise as they believe this will redu : <o gl
organization. While STEPOIL’s executive officers were genefa g posa“ Al
idea behind ERM, they still demanded to know “What is in 1t for us ? .arge @
number of executives and some board members still feel that ERM is an
administrative burden. The CRO demonstrated efforts of Mr. Aman and the

ts from various (:

benefits STEPOIL is getting after analysis of the costs and benefi
financial transactions, mostly hedging and foreign exchange (FX), transactions

going on in the company. Mr Aman and the CRO were able to show that the
number of transactions was staggeringly high, and that they were mostly based on
a silo thinking that made no sense at all as seen from the corporate perspective.

ERM had demonstrated the economic justification it needed.
A clear mandate was given in 2018, the risk department was formally set up

headed by the CRO, and started work on developing a common methodology on
risk, as well as continuing the work on developing the company’s consolidated
risk model that had been initiated four years earlier. The CRO wants to use Value-
at Risk (VAR) techniques for quantifying risk so that it would be easier for the
Board to understand the risk. Some of the members of the board has apprehension
about effectiveness of the technique considering mechanical process and limitation
of the model. The CRO is trying best to convince the Board about developing a
sophisticated approach to ERM that centers on the principle of ﬁlue creation agnd
has a vision to ensure that ERM is thoroughly embedded in the 'busines§ .un'its’

KJC
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ITi i cultu ¢
ent rigk ulture and wants to have an
he (S i
RO has promised to £et an assessment

und is 70t Part of the ERM. The cyb: currently managed by cyber security team
. : I securi ] .
potlinked and should be managed separagely A et it s v

basis of ab i
On the OVE, You are required to answer the following questions :

Multiple Choice Questions

Choose the most appropriate answer from the given options 2x5
=10

(3.1) Which one of the following is incorrect with respect to VAR ?
(A) Itis a unified method of measuring risk.
(B) VAR does not measure liquidity risk.
(C) VAR does not measure operational risk.

(D) VAR is not risk management.

(3.2) Which one of the following is incorrect with respect to ERM ?
(A) It is a process effected by an entity’s board of directors, management
and other personnel. |
(B) It is applied in strategic setting and across the enterprise.

(€) It manages risk to be within risk appetite.
(D) 1t provides complete assurance regarding the achievement of entity’s

objective. 2 PT.0.




(3.3) Which one of the following is 1

(3.4)

(D) It is one of the methods of calculation of VAR. T i

(14)
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ncorrect With €3

pect to historical

aqr '1‘;

simulation 2 . ‘storical returns in
.o actual history urns
(A) The model calculates potential 1055¢5 WHEZC o 6 fick factor
the risk factors and so captures the normal distr! ) e

returns.
(B) Assumption of constant corre
(C) Assumption of constant deltas is not needed. |

lations iS not needed.

0L

For what primary reason could enterprise riskr anag
(A) ERM decisions are aiways lgnﬂr:d m a b W When a tﬂP* ’
down approach isused. - | g ]
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Descripiivc Questions

a have bee
(3.6) You n asked by the m
) anagement of STEPOIL to Eelflt_ﬁ_thﬁ 3
responsibiliti
== es of the CRO who would be the leader in implementing ERM.

Risk : !
37 (A) isk management is considered an administrative burden by some 3
senior executi
EXELI.IH:JBS of STEPOIL, what in your opinion is creating the

! fovia ;
obstacle in implementing ERM and how it will be assessed if you are

hired for this purpose ?
(B) Knowing the view of the cyber security team in respect of ERM and
BCP, what would be your explanation to the Board in respect of

relationship of ERM and BCP if you are hired as a risk consultant ?

(3.8) One of the board members of STEPOIL has background in risk 3
ent, During the board meeting she explained that standard model

el captures eyent up to 233 standard deviations

Her question to the CRO was about
calculate the effect on the

managem

at a 99% confidence level

from the mean asset return level.

identifying a method whlch could be used to
lio of a 10 standard deviation move ? You are required to

trading portfo
technique that can fulfil the objective of the board

identify and describe a

member.

(39) Is there a standard way of stress mﬁng 2 What mformaﬁen it would 3

provide ? How doesmesswsw plen
; e P.T.O.
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CASE STUDY: 4
Famous Textiles Limited (FTL): furnishings, such
FTL is s manufacturing and selling export varieties of textile ho '

d
as bed, sofa and pillow covers, curtains, towels etc. made of cotton, rayon, an
silk. FTL is based in Karur, Tamilnadu and the town is famous for manufacturing

such products. Out of the total sales of FTL, nearly 90% were export sales.

e e =

Key Financials (figures in crores):

Financial Year 2016-17 2017-18 2018-19 .

Sales 100 |l 120 o Jies 150 h

Gross Profit TS 8 6 b

EBIT 4 3 I 2 o |
The mmagemem is worried about the poor performance of the company and '*'
audltorpomtedouttharsuchadechnemproﬁtsmigbcdunmfaultypmcﬁsﬁsm j
the operations of FTL. '.I L 1;
Appointment of risk mana _ge_ment speeiallst- _ _ =
Ms. Maeaa, who is specializing in risk management is appomted tQ gathrauﬁa ﬂiﬁ ;_ﬁ.—." i
vmoulpmblemsfapedhyihemmpany, study the bottlenecks in 3 S



il

vi.

Vil.

Viii.
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€ several procegs bottlenecks i
S in t

uantities were sent for calendari
it ing,
maintaining the time schedyle y
—--'-_———-_n..____ 3

he operations; W““.‘E items P
Wrong designs were printed, delay in
EWE:MMMRKIS not met etc
ere g

given the work for printing, sometimes
and : St ¢
were not approved to b chemicals in printing the fabrics, which

® used by the w- The same resulted in

rejection of the fini
] ot finished products, The service providers said that such
specifications were not provided to them by FTL

There we

The service providers who w

were found to be usin dyes

She made cost a ' :
nalysis of various products and found out that cost of some

products which used exclusive designs exceeded the selling rates. There

was lack of coordination of various departments and design changes made

by one department were not informed to other departments involved in the
production of the same products, which resulted in extra expenses.
FTL produced an excess of 5% of a product, to accommodate

circumstances for possible mistakes in the finished products. Ms. Meena
uction to the extent of

noticed that in some cases, there were excess prod

10% and the same could not be billed to the buyer.

A cheque for 20,000/~ was issued to Mr. Kumar, an employee of FTL on
accounts department then

14 Sep 2019 and the entries were passed by the

sl ot

2020, the accountant found out that such cheque was
e bank, who

the bank. The accountant approached th
ing of the cheque and immediately credited the
bank account.

and there. In January
passed for ¥ 2 lakhs by
accepted the wrong pass

balance of T 1.80 lakhs to FTL’s
and other portable media devices Were extensively used and
o Internet and the employees

Pen drives |
systems were connected t
various websites that are unconnected to the

most of the computer
viruses affecting the computer systems.

were often found fo be surfing
business of FTL. These rﬁSultedlﬂ

m- P--TIO-
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Suggestions made by Ms. Meena: .~ o generic cuidelines
' The purpose of ISO 31000 is to provide principles & e
. " =1 "e
e ; achieve convergenc . '
on risk management that could ac WP v

standards, methodologies and procedures that d!’ffel: i
subject matters, and countries. She suggested to the manag
Risk Management Checklist (RMC) as enunciated by SO 3 lﬂOFl.

Ms. Meena suggested to the management to consider approaching the b.-a.mk
for a term loan of ¥ 3 crores for overhauling the machinery and a worl‘qng
capital loan of ¥ 1 crore which would enable the company to benefit from
the cash discounts offered by the raw material suppliers.

The inherent risks in outsourcing would include, i) that the quality in the
activities of the service providers are not according to the quality
expectations of the company, ii) the service providers lack knowledge of
the processes to be carried out by them, iii) service providers failing to meet
the deadlines in time schedule etc. She requested the management to realise
the importance of identifying risks and controls associated with the above
risks and advised the management that this could be done through Risk
Control Self-Assessment (RCSA) activity through an objective, quantitative

11,

review.
As FTL is exporting its products to various countries, it is highly essential

to assess Country Risk (CR) of those countries. It is a broader concept and

covers the adverse impact of host country’s economic, financial, and

political environment. For assessing such risks, she suggested to the
management to study the concept of Quantitative Tools and the connected
indices that can be used for Country Risk Analysis (CRA).

V.  She also suggested to appoint internal auditors to periodically review
various operations of the company.

vi.  She suggested to the management to hold regular and periodic meetings of
the management with departmental and functional heads to discuss various
problems faced by them and to find out solutions for the same

Therefore, to further study the implications, she was assigned by the management,

an additional task of Rsmsmgthepust loss risk management. |

1v.




asis of abov
On the basis O €, You are
required
to

Choose the most appropriate
rom

{4.]]

4.2)

(4.3)

(44)
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answer the following questian&.l.&_[--. :
ce Questions ' '

the given options, 2%5

Multiple Cho;

Ms. Meena was su :
(A) HumanD e management to b i
evelopment Index e studied by them ?

(B) Democracy Index
(C) Gini Coefficient Index
(D) Event Driven Index ¢

The most important objective i i
would be ? ] in the additional task assigned to Ms. Meena

(A) To reduce the legal requirements.

(B) To ensure the survival of the company.

(C) To lessen the concerns of the management. «

(D) To review the available risk management procedures.

Which of the following control would have best addressed the wrong

passing of the cheque issued to Mr. Kumar ?

(A) Taking photostat copies of all the cheques issued by the company.
(B) Obtaining printouts of statement of accounts from the bank.

(C) Reconciling the bank accounts atleast once in a fortnight. »

(D) Verifying the voucher obtained from Mr. Kumar with accounts.

The best form of control to address the risk of virus attack in the company

would be ? | :

(A) Employing an updated packet filter firewall with strict employee
access-control privileges in all the computers. ¢ g

(B) Scanning all the files with updated anti-virus software before

' ving in all the computers.

O i et e QAT POTRIRE R
(C) Ei crypting ot edia po rts in all the computers.

(D) Disabling PO s PTO.




(20)
KJC
gestion of Ms. Meena, the checklis
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(4.5) When preparing the RMC as per the SUE
under Risk Strategy would most likely include i

(A) Business continuity plans and disaster recovery plans established and -

regularly tested.
(B) Risk management responsibilities allocated to an appropriate
management committee. ]

(C) Arrangements in place to audit the efficiency and effectiveness of the

controls in place for significant risks. y

9;0 Key dependencies for success identified, | together with the n:umm Y e

 that should be avoided, o G

LDt VO T sk

Descriptive Questions a @’ o~
(4‘6) The mm:lagemmt wants to see a samp_ le __RC‘-SJ& Ay




CASE STUDY : 5
gtarted in 2018, ALCON is g
hedthuﬂrlcrﬂl at Pune, The co
Fy 2019-20. Currently, ALC

-fon-banking finance company (NBFC) and o

(Tga}:':shfzrﬂpﬂmm business of INR 500 Crores in
and semi-urban areas. COVID-19 Shanaed ;T:::;tisc ::; operat:cs mamlyi .m rural
opened new opportunities for the company, operational realities have
The s:rateg?.' and finance team has come out with a next five year plan to capitalize
the prevailing situation. Thewmget is INR lﬂﬂ% Crores :nd :he
company also wants to move into urban areas, However, the expansion strategies
also involve operational risk moving into different territory. In order to address
this the company has hired a full time Chief Risk Officer (CRO). The CRO has
informed the Board that considering the expansion strategies of the company, the
application of advanced analytics, including machine learning (ML) and artificial
intelligence (Al), should be a core part of for the management of operational and
non-financial risk. While the Board agrees with the suggestion of the CRO they
are skeptical about the expected return on such investment.

The Board belieyes with few exceptions, the financial industry is still playing

up’ in Al terms. For many firms, the experimental Al phase is ongoing,
They are wondering whether about the

‘catch
with practical use cases still emerging.
timing of using such technologies and would like more analysis to conclude

whether it is the right time to use such tools in the operations. The CRO made

number of presentations in this respect 10 the Board and explained that Al, at its
heart, is a set of statistical processes and like any other statistical process, it needs
to be understood and managed in the right way. Applied to certain processes, Al

techniques can help to standardize manual, time-consuming tasks and make them
ould be able to reduce turnaround time (TAT)

more efficient. This way company W
and also expects to save significant operational costs. The CRO further clarified
s often hidden behind buzzwords and hype.

that AI’s inherently statistical nature i : . .
The CRO believes that ML techniques will play a key role in operational risk
measurement.

P.T.O.
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adopted, a necessary first SI€P ories. In addition 10 organizing an
1eg
aral bf{)ﬂd ca .
e L.x Gp;_ratmﬁal risks will also help
i

operational risks into sev

" or
ieldy . management, Calcg N0,
unwieldy area of risk g e allocation decisions. Considering
e would be impact on all risk

strengthen operational

: : rc
with subsequent risk measurement and resou
: . . the
changes in the business environment of ALCON
; O to
categories. However, the Board has directed the CR i

o ] trate
risk framework of the company first considering its expansion stralcgy
and it has been decided to

The focus on cyber security was not adequate in the past
improve cyber risk controls especially considering the rising volume of digital
business. While the existing team is familiar with the basics of firewalls, malware

and phishing, they are struggling to connect the technical aspects of cyber security

with the people and process risks that operational risk is designed to monitor and
control. Currently however there is no coordination between cyber security team
and operational risk management team. Currently, the cyber security is managed
as third line of defence and it is restricted to the cyber security team only. In a
recent past there were multiple instances ~of malware attack and the CRO is

reviewing the governance and practices to ensure that such attacks are minimized.

ALCON has currently outsourced number of operations as a part of cost control

and capacity management exercise. At the current size it was found effective but
going forward the management believes that the current level of controls may not
be adequate as increased operational complexities are bound to increase
operational and overall risks,

On the basis of above, you are required to answer the following questions :
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hoice Qu
Choose the MOSt apPropriate answer from g Questions
c

5.1) Which one of the followip
operational risk framework 2

VAT TH Ay Y

£1ven options. 2x8

g 'Is H . ;
Incorrect with respect to an effective

(B) Loss data tells us what has already h
i) eady ha .
to control and mitigate those risksyin ﬂﬁzefzi:lm@d Hee o orpsines bow

(C) Risk Control Self-Assessment (RC | | hia
; : SA) all s N
not just those that have already mate 'aii ows us to identify all nsfcs,

(D) A Key Risk Indilcator(Kst) predicts that a risk is.changing and would
allow for proactive intervention e |

(5.2) In which one of the following line of defence operational risk management
department can be included ? | ' '
(A) First
(B) Second ¢ : 4
(C) Third
(D) Fourth

(5.3) The CRO informed the Board about malware attacks. One of the board
members wanted to know more about the malware. In your opinion which
one of the following can be covered as part of malware ?
(A) A virus.s
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process, system and

(5.5)¢The operational Risk can be divided between people, _ :
f operanonal risk!for

external events. Which of the following is not part 0
ALCON ?

(A) Technology risk, Legal and Regulatory Risk

(B) Model Risks ¢

(C) Transaction Risk

(D) Interest:Rate Risk:

Descuiiptive Questions
(5.6) {A) What is the difference betweenAl and MLx?

(B) What are the challenges a typical companyvlike ALCON would face
while implementing Al ?

(C) Considering the nature of business of ALCON, what are the. four
areas you can think, where in your opinion Al and Miican be applied ?

(5.7) (A) The CRO has informed to the board that first KRIs need to be
identified before implementing RCSA. Do you agree with the
suggestion of the CRO ? Explain your answer with reasons.

(B) Who conducts the RSCA and how it is different from the control
assessment ? Which are the two methods you think can be used to
implement RCSA ?

(5.8) What processes ALCON should follow before launching new products to
address operational risks ? g.9?

(5.9) (A) Cyber security should be treated as another operational risk to be
embedded in the organization’s enterprise risk management
ﬁam:_:work. In your opinion, at \;iat level of defence (LOD) the cyber
security should be considered ?

(B) What would be your three recommendations in order to strengthen
operational risk of ALCON ?

S
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