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Enterprise Risk Management

LOS 1. Describe enterprise risk management (ERM) and compare and contrast differing
definitions of ERM.

Firms face a variety of risks owing to their day-to-day operations — risks like market risk, credit
risk and operational risk which we refer to as primary risks. Traditionally, such primary risks
were treated separately and often addressed by different individuals within an institution, who
may measure them using different metrics and methodologies. For example, credit experts
evaluated the risk of default and traders were responsible for market risks. In reality,

A. [Risk Interdependence?] risks are by their very nature dynamic, fluid, and highly
interdependent (e.g. market risk affects credit risk) and cannot be separate components and
managed independently. Treating them as separate leads to inefficient risk management via
over hedging.

B. [Correct Mapping?] risks associated with most businesses are not one-to-one matches for the
primary risks.

C. [Risk Aggregation?] separate treatment make risks difficult to aggregate. Individual risk

functions measure and report their specific risks in different methodologies and formats. For
example, the treasury function might report on interest rate and FX risk exposures, and use
value-at-risk as it's core risk measurement methodology. The credit function would report
delinquencies and outstanding credit exposures, and measure such exposures in terms of
outstanding balances.
This is where the function of Enterprise Risk Management (ERM) steps in. The ERM function is
responsible for direct management of certain risks, coordinate risk management activities for
whichever other functions are ultimately responsible, and provide overall risk monitoring for
senior management. The prime benefit of ERM is to provide top management with the right
and timely risk information.

Any kind of fragmented and inconsistent reporting of risk information is not useful for
management and the board. Management will clearly benefit from ERM as it provides
a comprehensive and integrated framework to manage risks and help get a sense of the firm’s
top risks, exposures to these risks and current trends for primary risks (credit, market,
operational). ERM also helps provide answers to questions like:

A. Are we in compliance with internal policies, laws and regulations?

B. Were the majority of the company’s actual losses and incidents identified by the risk reports?

C. Are we managing businesses on a risk-adjusted profitability basis?
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LOS 2. Compare the benefits and costs of ERM and describe the motivations for a firm to
adopt an ERM initiative.

2.1 The Benefits of ERM

ERM is about integration, that happens in the following ways:

1. An Integrated Risk Organization

Most organizations already have in place risk management, audit and compliance functions
along with specialist risk units for market risk, credit risk etc. An ERM initiative involves
a centralized risk management unit reporting to the chief executive officer (CEO) and the
board, with responsibility for broad policy setting across risk-taking activities.

The appointment of a Chief Risk Officer (CRO, reporting to CEO) and the establishment of an
enterprise risk function provides the top-down coordination necessary to make various
functions work efficiently, better address not only the individual risks but also the
interdependencies between these risks.

2. Integration of Risk Transfer Strategies

Under the silo approach, risk transfer strategies were executed at a transaction or individual
risk level. For example, financial derivatives were used to hedge market risk and insurance used
to transfer out operational risk. This strategy doesn’t incorporate diversification within or
across risk types and hence results in overhedging. An ERM approach takes the portfolio view
of risks and hedges only the residual or aggregate risk deemed undesirable by management.
The key benefit of ERM that stems from the above integration is that it can prioritize the level
and content of risk reporting that should go to senior management. They get an enterprise-
wide perspective on aggregate losses, policy exceptions, risk incidents, key exposures and early
warning indicators. This increases risk transparency throughout an organization.

3. Integration of Business Processes

ERM requires integration of risk management into the business processes of the firm. Instead of
adopting a defensive or control oriented approach to manage risk and earnings volatility, ERM
supports and influences activities like pricing, efficient capital resource allocation (allocate if
risk-adjusted returns outweigh cost of funds) and other business decisions like product
development.

The above integration has resulted in significant improvement in business performance.
Benefits achieved range from market value improvement, loss reductions, early warnings of
risks, reduction in regulatory capital and insurance premiums.

NB: All above improvements stem from taking portfolio view of risks, managing linkages
between risk, capital and profitability and rationalizing the firm’s risk transfer strategies.
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2.2 The Costs of ERM

All benefits of ERM listed above notwithstanding, ERM as an initiative is not easy to implement
(especially when it comes to achieving the above said integrations). Implementation of ERM
implies a multiyear initiative that requires ongoing senior management sponsorship and
sustained investments in human resources and technology. The amount of time and resources
dedicated to risk management may not be very different between leading and lagging
institutions (with regards to adoption of ERM).

2.3 The Motivations of ERM

Usually, the motivation about a ERM program comes from the following:

. [Make managers proactive] managers often act after either a disaster is averted in their firm or
there is an actual crisis at a similar firm,

. [Control environment and risk reporting] board, senior management question the
effectiveness of current control environment and risk reporting, followed by critical
assessments from auditors and regulators.

[Chief Risk Officer] this leads to emergence of a ‘risk champion’ (designated as the Chief Risk
Officer or CRO), who will sponsor a major program to establish an ERM approach to deal with
risk.

. [Stakeholder pressure] direct pressure may also come from stakeholders (shareholders,
employees, rating agencies and analysts) who expect more predictability in firm’s earnings.
[Better risk transfer] firm’s may be attracted towards using increasingly available and liquid risk
transfer products (derivatives) to remove unpalatable risks.

LOS 3. Describe the role and responsibilities of a chief risk officer (CRO) and assess how the
CRO should interact with other senior management.

The CRO is responsible for developing and implementing an ERM strategy including all aspects
of risk, especially in financial institutions, energy firms and non-financial firms with significant
investment activities. CRO reports to the CEO or chief financial officer (CFO) or directly to the
board of directors. Personnel reporting to CRO include the heads of credit risk, market risk,
operational risk, insurance, and portfolio management. Responsibilities of CRO include:

. [Leadership] providing overall leadership, vision and direction for ERM,

. [Integrated Risk] establishing an integrated risk framework for all aspects of risks across the
organization,

[Risk Management Policies] developing risk management policies (including quantification of
management’s risk appetite through specific risk limits).

. [Risk Indicators / Risk Reports] implementing a set of risk indicators and reports, including
losses and incidents, key risk exposures, and early warning indicators.
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[Capital Allocation] allocating economic capital to business activities based on risk, and
optimizing the company’s risk portfolio through business activities and risk transfer strategies.
[Risk Communication] communicating the company’s risk profile to key stakeholders such as
the board of directors, regulators, stock analysts, rating agencies and business partners.

. [Risk Infrastructure] developing the analytical, systems, and data management capabilities to
support the risk management program.

Some argue that a company shouldn’t have a CRO because risk management is ultimately the
responsibility of the CEO or CFO. CRO exists because this division represents a core competency
that is critical to the success of the firm.

The CEO needs the experience and technical skill that the seasoned professionals in the risk
division bring. In particular, the following technical skills are sought after in CRO:

. Leadership skills to hire and retain talented risk professionals and establish the overall vision
for ERM,

Evangelical skills to convert skeptics into believers particularly when it comes to overcoming
natural resistance from business lines.

Stewardship to safeguard the company’s financial and reputational assets.

D. Technical skills in credit market, and operational risks.

Consulting skills in educating the board and senior management, as well as helping line
managers implement risk management.

LOS 4. Distinguish between components of an ERM program.

A successful ERM program can be broken down into following key components:

4.1 Corporate Governance

Corporate governance ensures that the board of directors and management have established
the appropriate organizational processes and corporate controls to manage risk across the
company. The Sarbanes-Oxley Act provides both specific requirements and severe penalties for
noncompliance with newly established governance and disclosure standards. From ERM
perspective, the responsibilities for the board of directors and senior management include:

. [Risk Appetite] defining the organization’s risk appetite in terms of risk policies, loss tolerance,
risk-to-capital leverage, and target debt rating,

[Risk Management] ensuring that the organization has the risk management skills and risk
absorbing capability to support it’s business,

[Risk Organizational Structure] establishing the organizational structure and defining the roles
and responsibilities for risk management, including role of CRO,
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D. [Risk Culture] shaping the organization’s risk culture and reinforcing that commitment through
incentives.

E. [Risk Training] providing appropriate opportunities for organizational learning including lessons
learned from previous problems and ongoing training and development.

4.2 Line Management
ERM must align business strategy with corporate risk policy when pursuing new business and
growth opportunities. Risks should be fully assessed and incorporated into pricing and
profitability targets. For example,

o expected losses and the cost of risk capital should be included in the pricing of loan.

e in business development, risk management issues are considered in new product and market
opportunities.
Efficient and transparent review processes will allow line managers to develop a better
understanding of those risks that they can accept independently, and those that require
corporate approval or management.

4.3 Portfolio Management

Management should set portfolio targets and risk limits to ensure appropriate diversification
and optimal portfolio returns. Diversification effects from natural hedges can only be fully
captured if an organization’s risks are viewed as a portfolio. Firms with implemented ERM
would manage all of its liability, investment, interest rate and other risks as an integrated whole
in order to optimize overall risk/return.

4.4 Risk Transfer

Risk transfer strategies lower the cost of transferring out undesirable risk, as well as increasing
the organization’s capacity to originate desirable but concentrated risk. To reduce undesirable
risk, management should evaluate derivatives, insurance, and hybrid products and select the
most cost-effective one. A company can dramatically reduce its hedging and insurance costs
even by incorporating the “natural hedge” that exist in any risk portfolio. By transferring
undesirable risks to the secondary market, an organization can increase its risk origination
capacity and revenue without accumulating highly concentrated risk positions. Management
can increase shareholder value through risk transfer if the cost of risk transfer is lower than
the cost of risk retention.

4.5 Risk Analytics

If management wants to reduce its risk exposure, risk analytics can be used to determine the
most cost-effective way by evaluating risk transfer products such as derivatives. Advanced risk
analytics can be used to improve economic value-added-based decision tools by incorporating
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the cost of risk. Use of scenario analyses and dynamic simulations can support strategic
planning by analyzing the probabilities and outcomes of different business strategies, as well as
the potential impact on shareholder value.

4.6 Data and Technology Resources

A challenge of ERM is aggregation of underlying portfolio data (risk positions captured in
different front and back-office systems) and market data (prices, volatilities, and correlations).
Apart from aggregation, processes should be in place to improve the quality of data. Companies
should not wait for a perfect system solution, but should make the best use of what is available
and apply rapid prototyping techniques to drive the systems development process.

4.7 Stakeholder Management

ERM can also be used to improve risk transparency to key stakeholders. This would provide the
assurance that appropriate risk management strategies are in effect, otherwise, interested
parties will see the risk but may not see the controls. This can be done by:

. Board of directors: need periodic reports and updates on the major risks faced by the firm as
well as the review and approval of risk management policies.

Regulators: need be to assured that sound business practices are in place, and that business
operations are in compliance with regulatory requirements.

Equity analysts and rating agencies: need risk information to develop their investment and
credit opinions.
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Enterprise Risk Management: Theory and Practice

LOS 1. Define enterprise risk management (ERM) and explain how implementing ERM
practices and policies can create shareholder value, both at the macro and the micro level.

Over the last ten years, corporate risk management has expanded well beyond insurance and
the hedging of financial exposures to include a variety of other kinds of risk such as
operational risk, reputational risk, and strategic risk. A corporation can manage the risks it
faces in one of two fundamentally different ways:

one risk at a time, on a largely compartmentalized and decentralized basis, or

all risks viewed together within a coordinated and strategic framework.

The latter approach is often called Enterprise Risk Management (ERM). Companies that
succeed in creating an effective ERM have a long-run competitive advantage over those that
manage and monitor risks individually. ERM creates value through its effects on companies
at both a “macro” or company-wide level and a “micro” or business- unit level, which we now
explore.

1.1 At Macro Level

The perfect markets view tells us that since shareholders can diversify their own portfolios,
the value of a firm does not depend on its total risk. A company’s cost of capital depends
mainly on the systematic or non-diversifiable component of total risk (measured by beta).
Therefore, any efforts to manage total risk should be a waste of corporate resources.

In reality, investors’ information is far from complete and financial troubles can disrupt a
company’s operations. A bad outcome resulting from a risk that was indeed diversifiable can
have costs that go well beyond the immediate hit to cash flow and earnings. Such an impact
of bad outcomes is referred to as dead weight costs. These costs occur because bad
outcomes:

affect the market’s expectation of future cash flows and earnings, which the market now
revises to indicate lower growth.

result in permanent reduction in value if the company has to cut back on planned positive
NPV investments. This happens if the firm does not have excess cash or unused debt capacity,
and finds it difficult or expensive to raise new equity.

By hedging or otherwise managing risk, a firm can limit (up to a certain agreed-upon level)
the probability that a large cash shortfall will lead to value destroying dead-weight costs.
There is a strong case for laying off risks that could otherwise undermine a company’s ability
to execute its strategic plan.

A firm might ponder over which risks to retain and which all to hedge or transfer. Firms take
on many strategic or business risks that they cannot profitably lay off in capital markets or
risk transfer markets. The company’s management understands these risks better than any
insurance or derivatives provider and costs of transferring such risks would likely be
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prohibitively high (high enough to compensate the counterparty for transacting with a better
informed party and for constructing models to evaluate the risks).

Insurance companies do not offer contracts that provide coverage for earnings shortfalls i.e.
there is no market for derivatives for which the underlying is a company’s earnings. If such
derivatives existed, insured companies can always manipulate the distribution of their future
earnings, to increase the payoffs from such insurance policies.

In making decisions whether to retain or transfer risks, companies should be guided by the
principle of comparative advantage in risk-bearing. A company that has no special ability to
forecast market variables has no comparative advantage in bearing the risk associated with
those variables. The same company should have a comparative advantage in bearing
information-intensive, firm-specific business risks because it knows more about these risks
than anybody else. ERM reinforces the message that companies are in business to take
strategic and business risks, and should ideally reduce it’s exposure to other “non-core” risks.
In doing so, ERM effectively enables companies to take more strategic business risk.

1.2 At Micro Level

We have seen that an increase in total risk can end up reducing value by causing companies
to pass up valuable projects or otherwise disrupting the normal operations of the firm. These
costs associated with total risk should be accounted for when assessing the risk-return
tradeoff in all major new investments. If the company takes on a project that increases the
firm’s total risk, the project should be sufficiently profitable to provide an adequate return on
capital after compensating for the costs associated with the increase in risk.
Decision-making by business managers throughout the firm, should take proper account of
the risk-return tradeoff of every project. Business managers should therefore be fully aware
of the ERM program. Evaluation of risk-return tradeoff of any new or existing project has two
components:

[Decentralized evaluation] Risk evaluations of new projects must be performed (at least
initially) on a decentralized basis by the project planners in the business units (a centralized
evaluation would lead to corporate gridlock). They should evaluate returns of all new projects
in relation to the marginal increases in firm-wide risk.

[Performance Evaluation] To help ensure that managers do a good job of assessing the risk-
return tradeoff, periodic performance evaluations of the business units must take account of
the contributions of each of the units to the total risk of the firm. This is done by assigning a

level of additional “imputed” capital to the project to reflect such incremental risk. This
creates incentives for managers to manage the risk-return tradeoff by refusing to accept risks

that are not economically attractive.
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Without an ERM program, risks are either:

. accounted subjectively: This leads to promising projects being rejected because their risks
are overstated.

ignored: This can encourage high-risk projects, that too, without the returns to justify them.
A division can take a project that another rejects based on a different assessment of the
project’s risk and associated costs.

A company that implements ERM can transform its culture. Every risk is now “owned”, since
it affects someone’s performance evaluation. Individuals closest to these risks are generally
in the best position to assess how to reduce the firm’s exposure to them. A risk-based capital
allocation system provides managers with more information about how their decisions will
affect firm’s performance and measures by which their performance will be evaluated.

LOS 2. Explain how a company can determine its optimal amount of risk through the use of
credit rating targets.

Let us define “financial distress” to be any situation where a company is likely to feel
compelled to pass up positive net present value (NPV) activities. Many companies identify a
level of earnings or cash flow that they want to maintain under almost all circumstances (i.e.,
with a given confidence level, over a one-year period) and then design their risk management
to ensure the firm achieves that minimum.

A company cannot guarantee that its cash and earnings will never fall below this level it’s
aiming to protect, so there will always be some risk of falling into financial distress. The aim
of ERM program is not to minimize the probability of distress, but to limit or constrain it to a
level that management and the board agrees is likely to maximize firm value. The job of the
management therefore is to optimize the firm’s risk portfolio by trading off the following:

. the probability of large shortfalls (and associated costs)

. the expected gains from taking or retaining risks.

As the firm picks up more risky projects, it’s leveraged return increases, but so does it’s
probability of large shortfalls. The optimization that the firm is therefore trying to achieve is
not to minimize risk (it can do this by investing in Treasuries and earning a risk free return)
but to achieve the highest return subject to not exceeding a pre-specified probability of
financial distress.

A firm’s financial distress threshold can be defined by say a minimum level of cash flow, capital
or market value. Many companies use bond ratings to define this threshold. For example, a
firm can foresee that it will have to start giving up valuable projects if its rating falls to Baa.
Given the firm’s current rating, it can use data supplied by rating agencies to estimate the
average probability that the firm’s rating will fall below threshold.

Whether such a probability is acceptable is for firm’s top management and the board to
decide:

. For a firm with valuable growth opportunities, chance of having to forgo such investments
may be too risky.
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B. For a basic manufacturing firm with few growth opportunities, the costs associated with
financial trouble would be relatively low. This makes such firms comfortable with a relatively
higher probability to fall into distress.

C. For financial institutions, with credit sensitive liabilities like bank deposits and insurance
contracts, a much lower probability of distress is desirable.

A firm can specify it’s target debt rating as one for which sum of all probability of all states
below financial distress threshold equals chosen probability of financial distress.

LOS 3. Describe the development and implementation of an ERM system, as well as
challenges to the implementation of an ERM system.

The conceptual framework of ERM is composed of following:
2.1 Choosing the Risk Appetite
As discussed in the Learning Objective above.

2.2 Choosing the Amount of Capital

Once the firm has chosen it’s target rating, management now estimates the total amount of
capital it requires. Since equity capital provides a buffer or shock absorber that helps the firm
to avoid default, by choosing a given level of equity, management is also effectively choosing
a probability of default that it believes to be optimal. On the other hand, we can also use the
probability of default to imply the amount of equity the firm needs to support its current level
of risk. However, keeping a large amount of equity is costly, since equity shareholders require
a high return.

2.3 Choosing the Mix of Capital and Risk Management

A firm can also assess it’s costs of financial distress via criteria other than ratings and ratings
thresholds. High levels of volatility in earnings and capital, while not alone sufficient to cause
a rating downgrade, could contribute to an increase in overall risk and hence the required
level of capital.

When thinking about acceptable levels of volatility, and the equity capital needed to support
them, many financial companies use Value-at-Risk as the measure of risk. When risk is
represented in terms of VaR, we say that as VaR or volatility increases, the firm will require
more capital to achieve the same probability of default or distress. Looking at from a different
perspective, we say that for the same VaR level, the firm will require a higher amount of
capital if it wants to work with a lower target probability of default.

At this stage, a firm recognizes that it can reduce its required level of equity by using risk
management to reduce the probability of default. This will make sense if that option were
deemed less costly than holding equity. The optimum level of capital vs risk management
happens “at the margin” where the firm becomes indifferent between decreasing risk and
increasing capital. For example, at this stage, the firm is indifferent between spending
another $10 million to decrease risk by 1% vs saving $10 million in equity capital costs.
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So, at this stage, we say that management determines it’s optimal combination of capital and
risk to yield it’s target rating. This can be done by keeping capital constant and altering risk
via hedging and project selection or setting capital equal to risk remaining after hedges are in
place.

2.4 Decentralizing Risk-Capital Tradeoff

This is done by using a capital allocation and performance evaluation system. Capital
allocation works by a manager evaluating the marginal impact of a project on firm’s total risk,
and only undertaking those projects for which the NPV is large enough to cover the additional
cost of capital required to bear the additional amount of risk.

In terms of performance evaluation, a unit or business line contributes to shareholder wealth
only insofar as its economic value added exceeds the cost of its contribution to the risk of the
firm. In this framework, the capital required to support the contribution of an activity to the
total risk of the firm becomes itself a measure of risk—a measure that, can easily be added
up across different activities or risks.

Challenges in Implementation of ERM
Implementation of ERM is challenging — a few challenges are described below:

1. Inventory of Risks

To begin with:

. the firm should identify the risks it is exposed. Usually, banks classify all risks into one of three
categories: market, credit, and operational (a catch-all category that includes all risks that are
not market and credit risks). Some firms also measure liquidity, reputational, and strategic
risks.

management must find a consistent way to measure the firm’s exposure to these risks so that
identically risky activities would be allocated same amounts of capital, else risk would
gradually migrate within the organization to those parts of the firm where it received the
lowest risk rating and smallest capital allocation.

For an inventory of risks to be useful, the information possessed by people within the
organization must be collected, made comparable, and continuously updated. Companies
must be able to aggregate common risks across all of their businesses to analyze and manage
those risks effectively. There are two approaches that can be used:

. top-down perspective: Firm’s ERM leadership and corporate level risk committee have
identified all risks that are large enough in aggregate to threaten the firm with financial
distress.

bottom-up perspective: Individual business units and functional areas conduct risk-control
self assessments to identify local-level risks, quantify them using a consistent approach, and
then aggregate individual risk exposures across the entire organization to produce a firm-wide
risk profile that takes account of correlations among risk.
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2. Economic Vs Accounting

Management should recognize the limitations of ratings as a guide to a value-maximizing risk
management and capital structure policy. Ratings rely on accounting ratios as well as analysts’
subjective judgment, and hence are often not the most reliable estimates of a firm’s
probability of default. In a target rating based approach, apart from keeping required amount
of capital, management may also have to target some accounting-based ratios that are
important determinants of ratings as well.

The management also has to keep in mind the shortfall metric it is concerned about —is it a
shortfall in cash flow (economic) or in earnings (accounting)? Is it a drop in a company’s GAAP
net worth (accounting) or a market-based measure of firm value (economic)?

A company that cannot borrow against future cash flows would want to keep the metric that
it wants to monitor or target as the cash flow volatility. For such a firm, any shortfall in cash
flow, by triggering financing constraints, could push the firm into financial distress. If a
company is more likely to experience financial distress because the present value of future
cash flows is low, it’s management must model the risk of changes in firm value, which reflects
present value of expected future cash flows.

If a company focuses on its economic value, it could result in more volatile accounting
earnings. This may not be desirable for companies with debt covenants that specify minimal
levels of earnings and net worth or companies whose ability to attract customers depends on
credit ratings.

LOS 4. Describe the role of and issues with correlation in risk aggregation, and describe
typical properties of a firm’s market risk, credit risk, and operational risk distributions.

4.4 Aggregating Risks

To get to firm-wide total risk, the firm that generally begins by measuring market, credit and
operational individually i.e. has three separate VaR measures, which are then aggregated.
These risks have dramatically different distributions:

. Market risk behaves very much like the returns on a portfolio of securities, which have a
normal or symmetric distribution.

Credit risk has asymmetric distribution because either a creditor pays in full what is owed or
it does not, in which case the loss can be large.

Operational risk also has asymmetric distribution as there tends to be large numbers of small
losses, with some chance of large losses, resulting in a distribution with a long tail.

A key ingredient in aggregating risks are correlations between risk types. The probability of
experiencing simultaneously highly adverse market, credit, and operational outcomes is
typically very low, implying diversification benefits across risk categories. So the firm-wide
VaR is thus less than the sum of the market risk, credit risk, and operational risk VaRs.

Since inter-risk correlations are hard to estimate, many companies choose to use averages of
correlations used by other firms in their industry rather than relying on their own estimates.
Companies should keep in mind the tendency for correlations to increase in highly stressed
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environments, and recognizing that such correlations depend to some extent on the actions
of the company.

LOS 5. Distinguish between regulatory and economic capital, and explain the use of
economic capital in the corporate decision making process.

Regulatory capital (i.e. the minimum requirement on capital imposed by the regulator) may
be different from Economic capital (i.e. capital required to maintain a given credit rating). Two
cases therefore arise:

. Economic >> Regulatory: The regulatory requirements in this case are not binding and would
not affect the firm’s decisions.

Regulatory >> Economic: In this case, the firm has to maintain excess capital (that what it
really needs). If all the firm’s competitors face the same onerous regulatory capital
requirements, the excess capital is simply a regulatory tax. If some competitors however,
could provide the firm’s products without being subject to the same regulatory capital, these
less regulated competitors could offer the products at a lower price and the firm would risk
losing business to them.

A downside of regulatory capital is that it is generally defined in terms of regulatory
accounting. This may become an issue if accounting capital does not accurately reflect the
buffer stock of equity available to the firm. The firm may have valuable assets that, although
not marked to market on its books, could be sold or borrowed against. The amount of its
GAAP equity capital is only part of the story, and the composition and liquidity of the assets
matters as well. If the firm incurs a large loss and has no liquid assets it can use to finance it,
the fact that it has a large buffer stock of book equity will not be very helpful.

There are significant costs associated with carrying too much equity. If the market perceives
that a company has more equity than it needs to support the risk of the business, it will reduce
the firm’s value to reflect management’s failure to earn the cost of capital on that excess
capital. When a company undertakes a new risky activity, the probability that it will
experience financial distress increases, thus raising the expected costs of financial distress.

A way to avoid these additional costs is by raising enough additional capital so that taking on
the new risky activity has no effect on the probability of financial distress. The cost of the
impact of a new risky activity on the firm’s total risk is to evaluate how much incremental
capital would be necessary to ensure that the new risky activity has no impact on the firm’s
probability of financial distress. Keep in mind that the capital that the firm raises (meant for
purpose of acting as a buffer for losses) needs to be invested in such a way that the investment
does not increase the risk of the firm.

At any time, a project’s contribution to the firm’s total risk depends on the risk of the other
projects and their correlations. When business units are asked to make decisions that take
into account a project’s marginal contribution to firm-wide risk, they must have enough
information to know how to evaluate that contribution. Many companies sidestep this issue
and ignore correlations altogether, i.e. the project receives no benefit from diversification,
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and the contribution of the project to firm-wide risk would then be the VaR of the project
itself.

One way to account for diversification benefits under a system where correlations between
businesses or projects are not readily available or accounted for, is for the firm to reduce the
cost of equity or hurdle rate used to evaluate projects that are less than perfectly correlated
with the firm’s existing projects. We dig deeper into risk based capital budgeting and
performance evaluation approaches in the subsequent reading on RAROC.
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Operational & Integrated Risk Management

“Banking Conduct and Culture: A Permanent Mindset
Change” G30 Working Group, 2018.
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“Banking Conduct and Culture: A Permanent Mindset Change”

DESCRIBE CHALLENGES FACED BY BANKS WITH RESPECT TO CONDUCT AND CULTURE AND EXPLAIN
MOTIVATIONS FOR BANKS TO IMPROVE THEIR CONDUCT AND CULTURE .......ccccciviiiiiiiniiiiniin e
EXPLAIN METHODS BY WHICH A BANK CAN IMPROVE ITS CORPORATE CULTURE, AND ASSESS PROGRESS
MADE BY BANKS IN THIS AREA ..ottt sna s 9
EXPLAIN HOW A BANK CAN STRUCTURE PERFORMANCE INCENTIVES AND MAKE STAFF DEVELOPMENT
DECISIONS TO ENCOURAGE A STRONG CORPORATE CULTURE ...ttt 18
SUMMARIZE EXPECTATIONS BY DIFFERENT NATIONAL REGULATORS FOR BANKS” CONDUCT AND CULTURE
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“Banking Conduct and Culture: A Permanent Mindset Change” (Introduction through Lessons

Learned only)

O

Describe challenges faced by banks with respect to conduct and culture, and explain
motivations for banks to improve their conduct and culture.

Explain methods by which a bank can improve its corporate culture, and assess
progress made by banks in this area.

Explain how a bank can structure performance incentives and make staff
development decisions to encourage a strong corporate culture.

Summarize expectations by different national regulators for banks’ conduct and

culture.

Describe best practices and lessons learned in managing a bank’s corporate culture.

This report follows an earlier report by the Group of Thirty (G30)* that defined culture as “the

mechanism that delivers the values and behaviors that shape conduct and contributes to creating

trust in banks and a positive reputation for banks among key stakeholders, both internal and

external.”? To compare, our FRM says risk culture “can be thought of as the set of goals, values,

beliefs, procedures, customs, and conventions that influence how staff create, identify, manage,

and think about risk within an enterprise, including implicit and explicit beliefs.”3

The G30 used a framework to identify two broad outcomes: client and stakeholder perceptions;

and financial performance. See the diagram below (our Visio render of their Figure 1).

Inputs

|

+{§ Culture

Conduct & Values &
behaviors ethics

Bank Purpose & Strategy

Bank History
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Describe challenges faced by banks with respect to conduct and culture (C&C) and explain
motivations for banks to improve their C&C

Motivations for a bank to improve conduct and culture

To build trust and reputation after the global crisis: The aftermath of the 2008-09 global
financial crisis (GFC) revealed a rapid decline in the reputation of, and trust in, the banking
industry. Improving bank culture and conduct was a near-universal priority from the perspective
of bank managers, supervisors, clients/customers, investors, and (government) regulators.

0 Theindustry faced penalties ranging between USS$350 to US$470 billion, which included fines
and settlement charges for matters related to poor conduct.

0 With widely known cases of conduct failures, institutional clients and retail customers are
becoming more interested in better management of the conduct and culture of banks.

Continuing low trust levels and negative reputation: Though banks have put in much effort to
improve their conduct and culture, and more than a decade has passed since the financial crisis,
the industry still suffers from a bad reputation. In order to rebuild their reputation and regain
public trust, the banks are forced to improve their conduct and culture. At present, the trust

FIGURE 2. Edelman Trust Barometer results by industry sector, 2006-2018

85 Nofe: Trust level results
are distinguished betwesan
a0 two populations: "Informed

public” {ages 25-64, college-
educated, in top 25 percent
of household income per age

75

74
EE- . N Ei group,"-:.ol_-r".?r's- ). and "general
= 65 B & population™ (all ner?usalaon
e \ﬁ* ages 18+). Due to differences
= 50 — . . in publicly dizclosed results
E -a\ . @ by Edelman, years 2006-2011
= 55 \\ o —— '5_'“] of this figure show informed
- = public results; years
50 \ e —— T - / 2012-2015 show a blend of
=il ~ informed public and general
) Banks at 54% is below other sectors population (esults; and years

2016-2018 show general

0 X
population resufts.

2006 2007 2008..2009 2010 20M 2012 20013 2004 20015 2006 2017 2018

Media

—_— e Banks Consumer goods Automotive

Enargy Health care . Technology

Sowrce: Edelman Trust Barometer Archive.

levels remain low (see Figure 2#) compared to other industries and has not yet recovered to the
pre-crisis levels.

Various incidents of misconduct across the global banking industry like lack of customer
protection, inadequate anti-money-laundering measures, manipulation of market benchmark
rates, dishonest traders, etc., are still being reported, even though stricter regulations have been
put in place after the crisis. These continue to have a negative impact on the industry.
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The ongoing scandals (Figure 3) reveal that misconduct is not limited to specific geographical

areas or a narrow range of topics, but relevant to all banks globally and to all lines of business

within banks.

Figure 3°: Examples of high-profile and public conduct scandals since the financial crisis

Timeline Banks Scandals
2011 UBS Rogue Trader: Trader undertook USS$2 billion
worth of unauthorized trades using EU ETF
arbitrage loophole
2012 Standard Chartered Violated U.S. Sanctions against Iran, Libya,
Cuba, and Sudan
UBS, Rabobank, LIBOR Manipulation: Colluded to manipulate
Barclays, LIBOR submissions to benefit trading positions
Deutsche Bank, RBS
HSBC Money Laundering: Allowed Columbian &
Mexican drug cartels to launder US$900 million
through its U.S. banks
Llyods banking group, Mid-selling: Banks misguided and mis-sold
RBS, HSBC, Barclays payment protection insurance and other complex
financial products to customers
JP Morgan Rogue Trader: “London Whale” accumulated USS 2
billion worth of derivatives positions
NOMURA Insider Trading: Leaked nonpublic info on firms
undergoing IPOs to favored fund managers
2013 JP Morgan Foreign Bribery: Awarded more than 100 jobs &
internships  to  ‘princelings’ referred by
government officials in Asia
2014 UBS, RBS, HSBC, Citi, FX market manipulation: Colluded over six years to
J.P. Morgan, Bank of manipulate FX spot markets using exclusive
America chatrooms & coded language
Credit Suisse False filling tax returns: Assisted U.S. taxpayers in
hiding offshore accounts
BNP Paribas Violated U.S. Sanctions against Sudan, Cuba,
and Iran
COMMERZ BANK Violated U.S. Sanctions against Iran and Sudan
Commonwealth Bank, Rate manipulation allegations of BBSW
ANZ, nab, Macquaire benchmark rate
bank, Westpac
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2015 Commonwealth Bank Unsuitable Financial Advice: Encouraged more
than 3,500 clients to undertake risky, inappropriate

investments
ABN-AMRO Mortgage Fraud: Mortgage advisors forged client
signatures in revised documentation on mortgages
WELLS FARGO Fraudulent accounts: Opened millions of

fraudulent savings & checking accounts without
customer consent

2016 bsi, FALCON PRIVATE Money Laundering: Bankers participated in and
BANK coordinated money laundering activities linked
to corrupt Malaysian 1MBD fund

Postal Savings Bank of | Loan fraud: 19 banks granted loans to criminals
China, ICBC who illegally pledged gold of low purity as collateral

Punjab National Bank Fraudulent transactions: Issued fraudulent
guarantees for diamond merchant firms to
withdraw unsecured loans from overseas branches

WELLS FARGO “Forced” auto insurance sales: Sold auto
collateral protection insurance to more than
550,000 customers who did not need coverage

2017 Commonwealth Bank, Fees for “no service”: Charged thousands of
AMP customers for financial advice that was not
delivered
TD Bank Aggressive sales targets: Increased overdraft

protection amounts & credit card borrowing
limits without customer authorization

Commonwealth Bank Money Laundering: Negligence led to more than
50,000 breaches of AML & counterterrorism laws
worth USS millions

ABLV Violated international sanctions against North
Korea & bribed Latvian officials to prevent tougher
AML rules

ING Bank Money Laundering: An investigation open in 2016

has resulted in a US$900 million fine for failing to
prevent years of money laundering abuse

Deutsche Bank Money Laundering: Failed to prevent a USS 10
billion Russian money-laundering scheme,
resulting in USS$630 million in fines

Danske Bank Money Laundering: CEO resigns amid probe into
US$200  billion  money-laundering  scheme
perpetrated at its Estonia branch
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Competition from alternative service providers: Many new entrants who are ready to provide
banking services (like fintech start-ups, technology firms, retailers, and telecom companies) are
lining up in competition with banks. Regaining public trust by managing culture and conduct has
become important for the survival of banks that are at risk of displacement by such competitive
forces. Where the workforce is a competitive differentiator, a potential shortage of talents may
be instigated by the below concerns:

0 Problems concerning client attrition along with acquisition and retention of talents
may surface if trust and reputation are not regained through proper culture and
conduct.

0 For e.g. banking problems have prodded millennials to choose sectors other than
banking as their career destination.

0 Banks have not been able to attract diverse talents due to their not so supportive
cultures.

0 Also, with digitization, any gap in a bank’s technology capabilities forces it to compete for
the human resource pool that is already in high demand by otherindustries.

To stabilize the broader financial system: Culture and conduct of a bank are gaining
importance in the light of regaining trust and rebuilding reputation. By practicing good culture
and sound conduct, banks are able to better fulfill their role in society, in the process
contributing to the stability of the financial system as a whole.

0 Since banking services are considered a public good (as it benefits the entire society,
from sourcing to transacting of funds globally,) failure of this particular function affects
the entire economy and not only the shareholders.

0 Moreover, since products and services related to banking are somewhat complex and
difficult to comprehend, the public looks forward to the banks to provide sound advice
based on its expertise, keeping the clients best interest in mind.

0 Inthelongterm, putting the customers first instead of concentrating on short-term gains
leads to sustainable shareholder value.

Challenges faced by banks with respect to culture and conduct

Though banks are executing the needed policy changes and processes to improve culture and
conduct and to alleviate incidents of potential misconduct, still culture and conduct have to be
fully integrated into how banks do business. For instance, wall street recording its highest
bonuses in 2017 since the year 2006 makes us ponder if profound changes are possible with
respect to conduct and culture in an industry that promotes potential upsides to push the
boundaries.
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Also, there are concerns raised about the reduced impact of lessons learned during the financial
crisis with the passage of time. There are even possibilities of embracing the old practices again,
especially so, if interest rates improve, regulation becomes loose and when the economic
conditions turn good. As regulations are pulled back over time in the post-global financial crisis
era, firms are faced with even greater challenges with regard to their focus on conduct and
culture. Some of the challenges faced by the banks in this regard are explained below.

Possibility of a build-up of culture and conduct fatigue: In geographical areas where there has
been a continuous focus on issues related to conduct and culture, the inclination has been to just
move on with business.

0 There are huge chances for progress related to culture and conduct to be just initialized
and then forgotten.

0 However, for continuous success and sustainability, good culture and conduct has to
become internalized as a way of doing business and cannot be conducted separately
from other business activities as if they are issues merely related to humanresources.

Changes in management and leadership capabilities: So far, the banking industry has mostly
used quantitative metrics, which are direct to evaluate. However, greater importance placed
on culture and conduct requires a shift in management capabilities.

0 Management hasto make more room for judgment calls and to involve more fully in daily
business activities so as to manage not just the “what” but also the “how”. Therefore,
sustainable cultural changes at large firms may insist upon improving the leadership
capabilities to focus on including newer skills like people management rather than
building up the financial acumen alone.

0 Substantial management skills are also required to develop an atmosphere at the firm
that is psychologically safe and empowers employees to be genuine, where diversity
flourishes, and where group thinking and decision making is supported.

Move towards refined and effective management style: Moving towards a more refined and
effective style of management is difficult in many banks with the shortages in leadership faced.

0 It can be seen that historically banks advanced their best performers into the
management category without giving much consideration to their ability or interest in
management. Also, not much time was spent on training to improve their management
skills.

0 Rewarding management roles to employees was considered as a job well done instead
of as a benefit, commitment, and responsibility to develop others and promote the long-
term sustainability of the firm.

0 The leadership gap in middle management layers, with low skill and capacity to manage
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the “how” of performance, and less capacity to affect and handle team member
behaviors are noted.

0 Many banks that did not give due importance to improving management and leadership
capabilities are now forced to invest in the same to catch up with the losttime.

Progress on conduct: Though the broader meaning of good conduct will remain the same, the
focus points will change as the markets and business models continue to emerge.

0 Challenges to address new scenarios for misconduct may evolve over time. For e.g.,
risks involved with pricing contracts in London Inter-bank Offered Rate (LIBOR)
transition; new General Data Protection Regulation (GDPR) requirements; risks related
to bias in automated black-box systems and artificial intelligence (Al).

Rolling bad apples: Sometimes it is easy for employees with poor conduct records to leave
one company for another without being punished for the consequences of their dishonest
actions. The banking industry has to address this concern, drawing lessons from other
professional industries.

The banking sector continues to suffer when employee rights and privacy issues come in
conflict with the industry’s capacity to protect itself from such toxic employees.

Potential supervisory gaps and conduct arbitrage. With diverse views evolving on conduct and
culture and numerous supervisory approaches across jurisdictions, there arise high possibilities
for conduct arbitrage.

0 Conduct arbitrage occurs when large firms take advantage of the poorer supervisory
oversight in jurisdictions that may have less focused and demanding laws on culture and
conduct.

0 Moreover, Open Banking developments have made competitive lines indistinct across
banks, technology companies, retailers, and telecom companies, which has led to
concerns regarding fair competition and customer protection.

Explain methods by which a bank can improve its corporate culture, and assess progress
made by banks in this area.

To improve the conduct and culture of banks, across both the what and the how areas :

The What: Banks should define their desired cultural values through a rigorous set of principles,
and mechanisms that lead to high standards of values and related conduct consistent with the
purpose of the organization and its broader role in society.

The How: Banks should integrate the desired culture through continuous monitoring and
determination, in the following four areas: senior accountability and governance, performance
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management and incentives, staff development and promotion, and an effective three lines
of defense.

The ways for improving the conduct and culture of banks, as recommended by the Group of
Thirty (2015 and 2018 recommendations)® are presented here:

1. A fundamental shift in the overall mindset on culture

0 Banks should reinforce the messages in their actions and in their internal
communications.

0 Banks’ behaviors and conduct should be open to constructive internal challenges.

0 The “tone from the top should receive more importance than the “tone from above”

2. Senior accountability and governance

0 Oversight of embedded values, conduct, and behaviors should receive regular attention
in boards’ agenda setting, given the sensitivity to reputational risk.

0 Board charters should include responsibility for oversight of values and conduct.

0 Boards should build a reputation, values, and conduct risk tolerance dashboard to aid in
their evaluation of cultural issues.

0 The CEO and Executive team should be highly visible in championing the desired values
and conduct and face material consequences if there are persistent or high-profile
breaches.

0 Asset owners and third-party fund managers should tell boards directly that they
consider effective governance and accountability to be a priority cultural matter for
the firm and investors.

0 The board should reevaluate its governance structure to ensure one specific and
dedicated board committee has oversight of the bank’s conduct and culture.

3. Performance management and incentives

a. Banks should consider the potential impact of outsized incentives in their compensation
mechanisms.

b. Banks should remove the link between quantitative sales targets and compensation for
sales staff to minimize the pressure that can lead to misconduct and help staff prioritize
meeting customer/client needs

c. Banks should explore ways to celebrate role models in behavior, both in business
decisions and in individual actions.
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4. Staff development and promotion

a. Banks should buttress first-line skills and ensure that frontline management and
leadership are properly trained in how to conduct judgment-based staff evaluation and
deal with identified breaches.

b. Institutions should formulate and implement systemwide values and conduct
the evaluation process for internal promotions and external hires.

c. Banks should make efforts to promote diversity and inclusion in the workplace in their
hiring and staff development practices.

d. Banks should promote an environment of “psychological safety” that encourages
employees to speak up and escalate issues or share feedback without fear of retribution;
bullying or aggressive management styles must not be tolerated.

e. Banks should establish credibility and enforcement through their disciplinary
mechanisms for conduct breaches to ensure employees take these measures seriously.

f. Banks should focus on hiring people who align with the bank’s purpose and values as they
strive to create the right culture for their organization, recognizing that recruiting is a
critical element to creating the right culture.

g. Banks should use surveillance technology (e.g. Al, machine learning, etc.) to improve the
culture

5. An effective three lines of defense

a. Staff and management in the business (first line of defense) should shoulder the largest
responsibility for judging whether a behavior is in line with the bank’s values and desired
conduct.

b. Banks should allocate clear second-line ownership to Compliance or Risk Management
functions and ensure that the designated function is on the Executive team.

c. Banks should provide assurance to all employees that reports of wrongdoing in the
workplace will be taken seriously and confidentially without reprisal. Banks should
challenge the conventional wisdom on legal impediments and ensure that robust
penalties and appraisal processes are in place.

d. Staff rotation between control and business functions may be beneficial and help
develop the desired firm-wide cultural mindset.

e. Banks should ensure that the third line of defense is robust, has operational
independence, is suitably staffed, and has a clear mandate to examine adherence to
standards.
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6. Regulators, supervisors, and enforcement authorities

a. Conduct-of-business and prudential supervisors can, however, gauge the effectiveness
of board and management processes that generate tangible oversight and change in
values and conduct.

b. Conduct-related assessment should be embedded into the core supervisory work, rather
than developed as an “add-on” task or objective.

c. Industry-led standard-setting initiatives should be encouraged.

Progress made by banks in improving corporate culture

Considering the geographical and firmwide differences, it is not completely possible to evaluate
the progress made by banks in improving the culture at a global level. For instance, those banks
in countries affected the most by the financial crisis (e.g. USA, UK, Europe) have focused on this
topic for more than a decade, while the others in less affected countries (e.g. Australia) have only
recently started this journey. In terms of efforts put in by the banks, the progress is easily
observable but how the efforts impact outcome is hard to demonstrate. Given this, the inputs
and efforts made by banks to improve culture and a range of views on the industry-wide progress
are explained here.

Although the industry level mindset on culture has advanced, tangible progress is seen to be
slow. This is because the public continues to expect higher standards of good conduct from
banks and also due to improvement in transparency levels (due to social media). Integrating
culture in a more fundamental way and to prove the effects of cultural change is still a big
challenge for the industry. Furthermore, there is a widening gap between firms that adopt a
complete, multifaceted approach with active board-level commitment and firms that
narrowly focus on misconduct management and compliance for solving cultural issues.

Explain how a bank can structure performance incentives and make staff development
decisions to encourage a strong corporate culture.

Performance Management and Incentives

To encourage a strong corporate culture, the banks can structure their performance incentives
and compensation measures so that it falls in line with cultural expectations rather than focusing
on profitability or high performance alone.

0 Sometimes exceptionally large incentives are allocated to business activities based on
the higher risks they assume. While such activities are incentivized for potential gains,
their potential losses have limited sharing. Therefore, these kinds of activities should be
scrutinized by banks so that firm values and ethics are not downplayed in theprocess.

0 When business decisions, for example, that promote the bank’s purpose or values are
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undertaken instead of the ones that are economically profitable, they must be
encouraged and celebrated. Similarly, individuals, for instance, who have exhibited
outstanding behaviors must be honored.

In bringing about a cultural change, structuring incentives so that there is positive
reinforcement for desired behaviors is more effective than focusing on negative
consequences to reduce unwanted behavior.

Particularly, banks can incorporate cultural and behavioral expectations into
performance scorecards, and accordingly, adjust compensation at all levels of
management. That is, there should be a shift from completely results-based
compensation to a balanced-scorecard based compensation structure.

Banks need to experiment with alternative performance measures to achieve the right
balance between promoting good conduct and achievement of strategic goals. Banks
should include nonfinancial performance measurements like conduct, customer
outcomes, assessment against firm values, etc. into their remuneration processes. Then
the results of these measures should be linked to compensation, career progression and,
where necessary, termination.

Associating employee’s pay with sales target incentives may provoke misconduct, lead
to troublesome subcultures within firms, and cause dreadful outcomes that are harmful
to customers and damage the reputation of the bank. Instead of sales-oriented
incentives, those based on team goals and customer satisfaction outcomes can be
promoted.

Though compensation influences behavior, leadership plays a key role in driving
behavior. So, the reliance on compensation should be minimized and importance should
be given to leadership to modify conduct by gaining insights about how employees
exhibit various behaviors under different circumstances.

Compensation structures, when amended in isolation, will have a limited effect on culture
since compensation is often a by-product of its environment rather than a driver. In case
misconduct happens, it should be studied whether it was caused by the incentive itself or
if the incentives were an indication of the wrong mindset that ultimately led to that
misbehavior.

Practically, it is easier to evaluate direct results than behaviors, and difficult to discipline
high performers for breach of conduct. However, if necessary, top management should
have the willingness and courage and take steps to terminate high performers for
misconduct. This sends a strong message at all levels of the firm and adds credibility to
the focus towards a balanced performance management culture.

Banks need to not only act on but publicize acts of misconduct when needed. Where
necessary they should even be ready to forego revenue opportunities in order to
maintain a strong culture.
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0 However, in certain jurisdictions with strong employee protection, handling breaches of
misconduct could turn difficult. Moreover, with widespread social justice campaigns and
interruption from activist investors in the present times, ethical and legal considerations
need to be aligned properly.

Staff Development and Promotions

To encourage a strong corporate culture at banks, training programs for the staff should be
undertaken to translate the firm’s values and principles into day to day responsibilities and
expectations around behavior.

0 Banks may use various scenarios or role-play based or industrial theater approaches
and use a blend of live and web-based mechanisms to provide content that interprets
the culture into daily practical behavior.

0 Since banking is a complex process wherein rules and policies are not always possible or
even desirable, staff also need training to face situations with a large number of
decisions that are vague and complex to understand. So, staff requires training in terms
of knowledge, skills, and tools in such areas where judgment is necessary.

0 At the same time, too much training can have a numbing effect on staff and sometimes
can have the opposite effect than that is intended. So the right training for the right staff
at the right time is necessary. That is, the training should be targeted specifically and not
force everyone to do everything.

0 Promotion and hiring decisions should make use of conduct screens that assess the
recruits’ alignment with the firm’s purpose, values, and expectations on behavior. For
example, conduct interview questions, ethical screening, and different forms of
personality assessments, etc. are useful tools in conduct screening.

0 Use of surveillance technology (for e.g. Al, machine learning) at banks helps in better
use of available data with advanced analytics, so as to detect or predict potential
conduct events. However, with heightened surveillance capabilities, while banks work
towards improving their conduct management, they should also ensure staff with some
level of privacy and trust.

0 While senior leadership, the tone from the top and leading by example are significant, at
the same time, the role played by middle management in instilling cultural reforms and
promoting values to lower levels of the organization is also noteworthy. Therefore,
middle management should be equipped with the skills, training, and resources to meet
different expectations, transform into remarkable leaders, and continue to support
cultural reforms. Also, given that middle management is closest to daily operations, they
should actively deal with emerging influences on culture.

0 Diversity and inclusion in the workplace should be encouraged through hiring and staff
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development practices. A diverse workforce that is fully engaged and empowered leads
way to better decision-making processes and outcomes and stronger institutions.

Banks should encourage an atmosphere of “psychological safety” that inspires the
employees to communicate and share feedback without any fear of consequences.
Aggressive management styles in any form must not be tolerated. Mechanisms such as
hotlines and escalation channels and their effective operation should be taken care of.
These can be used in combination with other activities like holding frequent forums for
communication, avoiding too much focus on mistakes, and following up on any issues
responsibly within the allocated time frame. Equipping managers with the capability and
skills to distinguish cases of honest mistakes vs. cases of misconduct is important for
staff well-being and safety.

Disciplinary mechanisms for conduct breaches should be in such a way that the
employees take these measures seriously so that the bank's credibility and enforcement
are established. Cases of misconduct should be treated fairly. That is, the standards
should be applied consistently, irrespective of business performance. For e.g., an
employee must not escape punishment for misconduct just because he is a high
performer. While the banks must act tough in cases of misconduct, at the same time,
they should not create a culture of intolerance or fear when honest and reasonable
mistakes are committed. This concept is important for banks to innovate and develop
new capabilities. So, the desire and need to innovate should be balanced with reducing
unintended negative outcomes.

To create the right culture, banks should hire staff who align with their own purpose and
values. This may necessitate changes to the interview process, like providing hiring staff
with tools to assess recruits’ behavioral competencies and a sense of ethics. Within the
limits allowed by the privacy and employment laws, banks need to advance their
assessment of the culture and ethical fit of new recruits. At the same time, there must be
balance so that cultural fit is not used as an excuse for lack of diversity in the organization.
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Describe best practices and lessons learned in managing a bank’s corporate culture.

After years of progress on improving banking culture and conduct, industry leaders have
reported eight important lessons they learned during the process.

Summary of the lessons learned

1.

Managing culture is not a one-time event, but a continuous process under progress that must
be reinforced in the daily business operations and embedded permanently into the way of
doing business.

Leadership plays a significant role in integrating conduct and culture from the top down to
throughout the entire firm (commencing with the board and senior management, more
importantly including middle management and down to the ordinary staff). To emphasize
the point that the advice from above is as significant as the advice from the top, managers at
all levels of the organization need to be trained, promoted, and supported.

Conduct management is not only about misconduct but also more broadly about conduct
risk management. That is, not just misbehavior on purpose, but unintentional wrongdoings
arising from decisions and/or lack of skills and knowledge need attention.

Culture management needs a multifaceted approach and alignment of multiple cultural
levers at the same time which includes structural elements like processes and policies, and
also human elements like beliefs and attitudes.

Diverse opinions on culture will lead to better and more sustainable outcomes for all
stakeholders. Diversity in thoughts, problem-solving abilities, and leadership styles helps
attain better results in an organization.

Cultural norms and beliefs cannot be measured clearly but the behaviors and outcomes that
culture promotes can and should be measured properly.

Regulation plays a limited role in culture management as culture cannot be defined by rules.
However, regulation is effective in providing guidance related to basic principles of good
conduct, diverting banks’ attention to areas of constant misconduct, and in helping to
understand the lessons learned from across the industry. Supervision can effectively monitor
and give feedback that assists management in improving culture and conduct.

Communication and sharing of industry-wide best practices will help in building up trust,
leading way to a better and stronger banking sector.
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Operational & Integrated Risk Management

Alessandro Carretta and Paola Schwizer, Risk
Culture in Banking (Palgrave Macmillan, 2017)
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Chapter 2: Risk Culture

Compare risk culture and corporate culture and explain how they interact.
Explain factors that influence a firm’s corporate culture and its risk culture.
Describe methods by which corporate culture and risk culture can be measured.

Describe characteristics of a strong risk culture and challenges to the implementation
of an effective risk culture.

0 Assess the relationship between risk culture and business performance.

0
0
0
0

Compare risk culture and corporate culture and explain how they interact.

Corporate culture is the link that helps in understanding individual and social behavior within
corporate organizations. Generally, culture in any organization is seen as the outcome of shared
values, basic underlying assumptions and business experiences, behavior and beliefs, as well as
strategic decisions. Overall, culture is a set of experiences, beliefs and behavioral patterns and is
particularly considered as a key tool that drives corporate behavior.

According to Caretta et.all, “The corporate culture shapes the beliefs, attitudes, and behaviors
in all the different aspects of organizational life: purpose of the firm, performance, external
relationships with customers and suppliers, internal relationships between units and individuals,
risk, etc.”

In terms of economic literature, culture is considered a mechanism that makes the corporation
more efficient through simplified communication and decision-making process. With the shift in
the role of banks from being public institutions to profit-driven private entities over a period of
time, corporate culture has also evolved accordingly. These shifts underscore the significance of
studying the effect of corporate culture on banks’ performance and competitiveness.

Risk culture is a subculture within the framework of corporate culture in financial institutions
i.e., itis a part or element of the general organizational and business culture with a central role
in financial firms. Along with organizational rules and controls, the risk culture governs the
effective ability of the decision-makers to understand, evaluate, and manage risk.

2 ot.al. define risk culture as:

Caretta
0 “Abank’s norms, attitudes, and behaviors related to risk awareness, risk-taking and risk
management and controls that shape decisions on risks. Risk culture influences the
decisions of management and employees during the day-to-day activities and has an
impact on the risks they assume” (FSB 2014; BCBS 2015).
0 Or, alternatively: “Risk culture can be defined as the norms and traditions of behavior of
individuals and of groups within an organization that determine the way in which they
identify, understand, discuss, and act on the risks the organization confronts and the

risks it takes” (IIF 2009).

1 Alessandro Carretta and Paola Schwizer, Risk Culture in Banking (Palgrave Macmillan,2017).

2 Alessandro Carretta and Paola Schwizer, Risk Culture in Banking (Palgrave Macmillan,2017).
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Risk can be seen in a negative or in a positive way; as a setback that should be avoided, or as an
opportunity to be sought. Thus, it is necessary to differentiate between a healthy risk culture
and risk avoidance.

0 A sound or healthy risk culture optimizes risk-taking and risk management and does
not necessarily minimize it. A sound risk culture ensures setting up of right risk
objectives, directing behaviors towards effective risk management that is in alignment
with the objectives of the firm, as well as continuous and careful monitoring of the risk.
Normally, the risky businesses (e.g. insurance, trading) have a strong riskculture.

0 Onthe other end, risk aversion is not identified with a healthy culture, as witnessed in
conservative and overbearing financial institutions, with a stagnant performance. In
reality, such firms have a “control culture” or a “compliance culture”, and not necessarily
a “risk culture”.

Interaction of corporate culture and risk culture

With the rise in complexity of various operations and roles and activities undertaken by the
banking business, many subcultures are formed at all levels of the organization. The risk
management team’s opinion of, for instance, the business environment, may vary substantially
from the point of view of other departments. In this case, risk culture interacts with the presiding
corporate culture and other subcultures to establish a continuous balance between the need for
integration and the choice for differentiation between the varying perspectives of the different
business units. This balance is a requisite for adapting to the environment and the changes in
business.

Moreover, there is empirical evidence that the geographical area and the nature of the business
affect the risk culture of the organization. According to a Deloitte survey (2013), cultural
problems are seen to be higher for US and British banks than for Asian banks, with European
banks taking the middle position. In terms of business, investment banks are more affected by
cultural issues followed by universal banks, whereas in the case of retail banks and mutual banks,
the cultural failings seem to be lower.

The business risk cultures are expected to be different based on:
1. importance or the attention given to risk and its role in organizational culture
2. risk return tradeoff or the appetite for risk

3. nature of risks that are peculiar to the business

For e.g. credit risk in commercial banking; market risk in trading; reputational risk in private banking.
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Explain factors that influence a firm’s corporate culture and its risk culture.

The culture of an organization or corporate culture very much depends on its national culture
and environment.

National culture

Although certain countries are more homogeneous than others and sometimes geographical
areas having a similar culture belong to different nations, national culture is relevant for studying
corporate culture.

According to Hofstede, the dimensions of national cultures are embedded in an individual’s
unconscious values. Even though national cultures vary at the level of habitual, unconscious
values held by most of the individuals, as long as they are developed in childhood, are notably
stable over time. Hence it might take generations to change national values. Even though
practices (e.g. rituals) vary with circumstances, the underlying values are the same. As a result,
even though differences exist between countries, they still have a historical continuity.
Environment

Culture is largely influenced by its environment. Empirical research by International Monetary
Fund reveals that firms operating in environments with low risk aversion, greater individualism
and in sectors lacking transparency in information tend to exhibit a more aggressive risk culture.
External regulation, as well as internal supervision, affect the corporate culture to a large extent.
While the organization is a fundamental unit for the analysis of culture and risk culture, the
individual is key in terms of personal integrity and inclination towards risk.

The nature of the business by itself mainly determines the risk culture in financial institutions.
The business-driven factors that affect risk culture are grouped into structural, contingent, and

evolutionary factors. 3

Structural/endogenous factors
They are inherent and stable features of the business, like the kind of activities performed, the
customers served, the economics, etc.
1. Activities performed: Different business activities embody different kinds of risks
depending on various aspects like those mentioned below.

a) Nature: For e.g., commercial banking is associated with credit and liquidity risks;
asset management with reputational risk; trading with market risk, etc.

b) Time horizons: For e.g. market risk is a volatile, short-term risk but credit risk is a
medium-term risk.

c) Effects on financial results: For e.g. productive risks may lead to economic losses,
conduct risk to loss of customers and compliance costs, and liquidity and
reputational risks to the collapse of the firm itself.

Risks in mass-market businesses with economies of scale and standard processes, like
retail banking, payments, etc. will differ from those in customized and service-intensive
businesses like investment banking and wealth management.

3 Risk Culture in Different Banks Businesses, Marco Di Antonio
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2. Nature and role of customers: Customer relationships differ with the type of business,
for instance, corporate banking and wealth management are centered mainly around
customers; customers play an important role in retail banking; customer presence is only
felt in the form of counterparties in securities trading and sales. As a result, the
importance of customers, as well as compliance and reputational risks is different.

The optimal risk/return combinations that customers seek are also variable. For example,

high-net-worth individuals investing in hedge funds are more risk-seeking than retail

customers investing in mutual funds or pension funds.

3. The economics of business: The profits of a business vary based on the amount of risk
taken. For example, proprietary trading profits come from taking considerable risks,
gains in investment banking are associated with innovation and the related risks,
whereas stable but lower earnings in retail banking are linked to the lesser risk-seeking
and cautious approach.

Contingent/exogenous factors

They are external factors that might change over time and which indirectly affect risk culture.
Furthermore, they generally function differently in different businesses and so they are
differentiating factors of the business risk culture. The important ones are:

1. Market competitiveness: Generally, competitiveness in the markets forces the banks to
improve their performance levels.

2. Regulation: Better regulation leads to a healthier risk culture.

0 In general, less regulated businesses are more risk-oriented than highly regulated
ones. For example, hedge funds vs. mutual funds, shadow banking vs. traditional
banking, investment banking vs. commercial banking.

0 Also, protective regulation (e.g. deposit insurance schemes) may create moral
hazard and hence reduce the risk aversion of the firm.

3. History and evolution of the business: The history of the business is significant from
two points of view.

0 One, it is observed that prior successes in an organization establishes and
strengthens its culture. For instance, long periods of stable markets and steady
profits of retail banks consolidated their cautious risk culture; impressive profits and
growth of US investment banks bolstered their aggressive risk culture; the past
nature of non-profit, state-owned ltalian banks affected their risk culture.

0 Second, historical moments of evolution, whether changing slowly or suddenly, affect
the risk culture. The business culture is shaped by shifting attention towards
deregulation, competition and free markets, thereby moving towards acceptance of
higher levels of risk.

4. Size and diversification: The size and the degree of diversification of financial
institutions affect the corporate risk culture.

0 The optimal size of an organization varies according to business activities. For
example, in organizations where economies of scale and scope are important, like
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universal banks, asset management, and payment institutions, the size will be larger
than in community banks and private banks. And in such large firms with quick
growth, cultural changes are more difficult to execute. The large size impedes the risk
messages in getting across from the top management to the frontoffice.

5. Ownership model: The ownership model is another main factor affecting the
organizational culture.

0 Forinstance, public companies are willing to assume more risks in order to improve
the bank’s profits due to increasing pressure from investors. Given the asymmetric
incentive system of the limited companies, i.e., unlimited profits vs. limited losses,
this pressure is increased by the changing risk behavior of shareholders.

0 Other ownership structures are more risk-averse. For example, a state-owned bank
gives importance to stability rather than profitability; owners of a mutual bank are
also customers and hence take decisions based on the long-term horizon; family-
owned banks are averse to taking risks since the shareholders invest a considerable
amount of their personal wealth in them.

6. National culture: National culture is associated with business risk culture in the sense
that some businesses are more prevalent in specific countries. The national culture’s
role in influencing risk culture has been studied by many researchers.

0 Kanagaretnam et al. (2011) observe that in the years before the crisis (1993—2006)
aggressive risk-taking activities were more likely in countries with low uncertainty
avoidance and high individualism.

0 Breuer et al. (2014) notice that individualism is linked to overconfidence and over-
optimism and has a significantly positive effect on individual financialrisk-taking.

7. Strategic orientation: Strategic orientation refers to the important trade-off choices
taken at a strategic level which is determined by the business of the financial institution.
Five kinds of trade-off choices that affect the risk culture are identified.

0 Short-term vs. long-term outlook on business: A short-term perspective of the
business reduces the focus on risk and risk culture.

0 Shareholder vs. stakeholder orientation: In case of shareholder orientation (e.g.
global universal banks), the customer and compliance risks are possibly higher than
in case of stakeholder orientation (e.g. community or mutual banks).

0 Transaction vs. relationship approach to business: The attention to customer risk is
lower with transaction approach to business (e.g. trading, some sectors of investment
banking and product specialization), whereas in business activities with a relationship
approach (e.g. corporate banking, private banking, retail banking) the focus on risk is
higher.

0 Innovation vs stability: In innovative businesses (e.g. investment banking) the
disposition towards risks is higher than for stable businesses (e.g. retailbanking)

0 Profitability versus risk: The risk appetite will be higher for such businesses where
profit is considered more important than risk.
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8. Organizational systems and practices: The organizational systems and practices

have a two-way connection to business culture.

O

In this context, performance measurement and compensation systems gain
importance. For example, if the organizational risk culture statements underscore the
focus on risk, but if compensation is based on short-term profitability, the risk culture
weakens. The performance metrics vary based on business types. For instance, the
“pay for performance” system is more significant in investment banking than in other
sectors.

Individual culture of the employees: The individual culture of the staff is interconnected

with the group culture, culture of organizational units, businesses, and headquarters.

While corporate culture affects individual culture, the opposite is also true: the culture

of the individuals also influences corporate culture.

0

Culture is spread partly from top-down, through leaders, and partly created from
the bottom-up, by the regular staff.

An organization consisting of men and younger workforce is more risk-oriented than
one with women or older workforce.

Generally, people choose to work in a company whose business activities and
functions align more with their own set of values. By doing so, they reinforce the
existing organizational culture. For example, job seekers in a community or retail
bank are less aggressive, less competitive and less risk-oriented than those looking
for an investment banking job.

Evolutionary factors

The change in contingent factors over time leads to evolving business risks, and therefore

changing risk cultures. Such factors function as the evolutionary factors of the business risk

culture.

0

The changes that affect all the businesses are called convergent evolutionary factors.

Those factors that might affect only one or a few businesses are called divergent

evolutionary factors.

Some of the important evolutionary factors are explained below.

1.

Increasing market competition: Growing competition challenged the survivability of

banks and emphasized the need for comparison across bank performances.

Deregulation:

0

Some examples of this deregulation were: permitting the use of internal models for
capital adequacy calculation (Basel 2); the removal of the net capital rule for the
largest US broker-dealers (2004), allowing consolidation between investment and
commercial banking (1999); liberalizing of sub-prime loans.

Bank ownership: The changes in bank ownership ushered in a more risk-oriented

culture. The four main changes that occurred in terms of ownership were:

0

Concentrated to fragmented ownership: They were shifts from concentrated
ownership, which had an industrial and long-term orientation, to fragmented
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ownership, i.e., a public company with a short-term outlook embraced by
institutional investors.

Objectives: As a result of the above-mentioned factors, the objectives of the financial

institutions underwent a change.

0 Theyfocused more on, growth, profitability, and efficiency rather than on customers,
personnel and social dimension. For example, many retail banks shifted their focus
from prudent risk culture to a “profit culture” which had more productive risk and a
“sales culture” which had higher customer risk.

0 All these shifts led to the creation of financial products that were less favorable for
the customers. Also, the corporate culture became more inclined towards
commercial and competitive features, with less consideration given to the interests
of the customers and the society as a whole.

Bank success stories: With the importance given to growth and profitability, aggressive

investment banks that came out with success stories became the standard of reference

to other commercial or universal banks.

0 Theinvestment banking divisions became the most profit-making units of large
financial institutions.

0 Capital markets were subject to a lengthy period of stability (the Great Moderation)
and risky securities appeared to be less risky.

Growth and diversification: As a result of the growth and diversification of financial

institutions, risk management became more complex, the risk culture turned out to

be heterogeneous, and the relationship with the customers became distant and

informal.

0 Risk controls were seen more as a deterrent to growth and profitability.

0 Inlarge and diversified financial institutions, where the risk culture of retail banking
came into conflict with that of investment banking, the latter dominated due to its
better financial performance.

Complex products: As the complexity of products increased, difficulty in

comprehending the technical features of new products were more frequently observed,

However, risks associated with such complex products were somehow underrated as

the banks became overconfident about the effectiveness of their risk management

systems.

Organizational practices: The awareness about risk reduced with some kinds of

organizational practices.

0 With too much dependence on short-term financial gains, financial institutions
failed to consider important issues like quality of service to customers, business
sustainability, compliance with rules and controls. “Profit culture” and a “sales
culture”, were promoted instead of a “risk culture”.

Individual culture: There were also shifts leading to changes in the individual culture of

the personnel with more appetite for risk (as described famously by the “greed is good”
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10.

motto). With more aggressive and risk-taking staff moving towards the more successful
and dynamic sectors, an adverse selection (Sub prime) transpired in the financial system.
Economic culture: Overall, all these above changes led to the change in the economic
culture. The free-market model (MBS) was interpreted in an extreme way with more
emphasis on the efficiency of capital markets, their risk management capability, and the
merits of financial innovation. Thus, while these functions were overvalued, the risks
associated with them were notably underestimated. (Subprime crisis)
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Describe methods by which corporate culture and risk culture can be measured.

Corporate and risk culture can be measured using either qualitative or quantitative methods.
Qualitative methods: They involve ethnographic analysis and case studies, which leads to in-
depth analysis but their results may not be comparable.

0 Direct observation is one method by which culture can be assessed as many of its

aspects are silent.

0 However, this method is more subjective and so prevents other researchers from

replicating the analysis and confirming its results.
Quantitative methods: Quantitative methods analyze culture indirectly by observing progress
in a company’s risk governance in relation to its risk return profile.

0 They use standardized and statistical tools.

0 These may not provide in-depth observations but are more objective and comparable
The aim is to establish a homogenous method that reflects the needs of companies and th
environment, which gives way to a comparable and compliant approach. Numerous survey (an
other) methods and metrics are used by firms to study cultural attitudes and behavior.

Survey methods and metrics?

There are a range of approaches used by fi